Introduction
This document defines DHCPv4 [RFC2131] and DHCPv6 [RFC3315] options that can be used to configure hosts with PCP server [RFC6887] IP addresses.
This specification assumes a PCP server is reachable with one or multiple IP addresses. As such, a list of IP addresses can be returned in the DHCP PCP server option.
This specification allows returning one or multiple lists of PCP server IP addresses. This is used as a hint to guide the PCP client when determining whether to send PCP requests to one or multiple PCP servers. For 
Terminology
This document makes use of the following terms:
o PCP server denotes a functional element that receives and processes PCP requests from a PCP client. A PCP server can be colocated with or be separated from the function (e.g., NAT, Firewall) it controls. Refer to [RFC6887] . o PCP client denotes a PCP software instance responsible for issuing PCP requests to a PCP server. Refer to [RFC6887] . o DHCP refers to both DHCPv4 [RFC2131] and DHCPv6 [RFC3315] . o DHCP client denotes a node that initiates requests to obtain configuration parameters from one or more DHCP servers. o DHCP server refers to a node that responds to requests from DHCP clients.
3. DHCPv6 PCP Server Option
Format
The DHCPv6 PCP server option can be used to configure a list of IPv6 addresses of a PCP server.
The format of this option is shown in Figure 1 . To return more than one PCP server to the DHCPv6 client (as opposed to more than one address for a single PCP server), the DHCPv6 server returns multiple instances of OPTION_V6_PCP_SERVER.
DHCPv6 Client Behavior
To discover one or more PCP servers, the DHCPv6 client requests PCP server IP addresses by including OPTION_V6_PCP_SERVER in an Option Request Option (ORO), as described in Section 22.7 of [RFC3315] .
The DHCPv6 client MUST be prepared to receive multiple instances of OPTION_V6_PCP_SERVER; each instance is to be treated as a separate PCP server.
If an IPv4-mapped IPv6 address is received in OPTION_V6_PCP_SERVER, it indicates that the PCP server has the corresponding IPv4 address.
Note: When presented with the IPv4-mapped prefix, current versions of Windows and Mac OS generate IPv4 packets, but will not send IPv6 packets [RFC6052] . Representing IPv4 addresses as IPv4-mapped IPv6 addresses follows the same logic as in section 5 of [RFC6887] .
The DHCPv6 client MUST silently discard multicast and host loopback addresses [RFC6890] conveyed in OPTION_V6_PCP_SERVER. 
. +-----+-----+-----+-----+-----+-----+--
IPv4 Address 1 IPv4 Address 2 ... This format assumes that an IPv4 address is encoded as a1.a2.a3.a4. OPTION_V4_PCP_SERVER is a concatenation-requiring option. As such, the mechanism specified in [RFC3396] MUST be used if OPTION_V4_PCP_SERVER exceeds the maximum DHCPv4 option size of 255 octets.
DHCPv4 Client Behavior
To discover one or more PCP servers, the DHCPv4 client requests PCP server IP addresses by including OPTION_V4_PCP_SERVER in a Parameter Request List Option [RFC2132] .
The DHCPv4 client MUST be prepared to receive multiple lists of PCP server IPv4 addresses in the same DHCPv4 PCP server option; each list is to be treated as a separate PCP server.
The DHCPv4 client MUST silently discard multicast and host loopback addresses [RFC6890] conveyed in OPTION_V4_PCP_SERVER.
DHCP Server Configuration Guidelines
DHCP servers supporting the DHCP PCP server option can be configured with a list of IP addresses of the PCP server(s). If multiple IP addresses are configured, the DHCP server MUST be explicitly configured whether all or some of these addresses refer to:
1. the same PCP server: the DHCP server returns multiple addresses in the same instance of the DHCP PCP server option.
2. distinct PCP servers: the DHCP server returns multiple lists of PCP server IP addresses to the requesting DHCP client (encoded as multiple OPTION_V6_PCP_SERVER or in the same OPTION_V4_PCP_SERVER); each list is referring to a distinct PCP server. For example, multiple PCP servers may be configured to a PCP client in some deployment contexts such as multi-homing. It is out of scope of this document to enumerate all deployment scenarios that require multiple PCP servers to be returned.
Precisely how DHCP servers are configured to separate lists of IP addresses according to which PCP server they address is out of scope for this document. However, DHCP servers MUST NOT treat IP addresses returned from a single Fully Qualified Domain Name (FQDN) lookup as belonging to more than one PCP server.
DHCPv6 servers that implement this option and that can populate the option by resolving FQDNs will need a mechanism for indicating whether to query for A records or only AAAA records. When a query returns A records, the IP addresses in those records are returned in the DHCPv6 response as IPv4-mapped IPv6 addresses. Refer to [I-D.ietf-pcp-server-selection] and Section 8.4 of [RFC6887] for more discussion on multi-interface considerations.
Security Considerations
The security considerations in [RFC2131] and [RFC3315] are to be considered. PCP-related security considerations are discussed in [RFC6887] .
The PCP Server option targets mainly the simple threat model (Section 18.1 of [RFC6887] Option Name Value -------------------------OPTION_V6_PCP_SERVER TBA 9.2. DHCPv4 Option IANA is requested to assign the following new DHCPv4 Option Code in the registry maintained in http://www.iana.org/assignments/bootpdhcp-parameters/:
Option Name Value Data length Meaning ------------------------------------------------------------------OPTION_V4_PCP_SERVER TBA Variable; Includes one or multiple lists the minimum of PCP server IP addresses; length is each list is treated as a 5.
separate PCP server.
